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Does my site run PHP? (WordPress, Joomla, Laravel, most stores: yes)
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Which PHP version? WordPress: Tools, Site Health, Info, Server. Otherwise ask your host
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Is it one of the safe versions below?
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Full backup (files + database) before anything else
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Update PHP from the hosting panel (cPanel/ Plesk / CloudPanel) or via your developer
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Own server on Ubuntu/Debian: apt update && apt upgrade, then restart php-fpm
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Confirm the site works after updating (home page, login, a contact form)
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Enable Cloudflare (orange proxy) or any WAF
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In php.ini: session.upload_progress.enabled = Off, and reduce post_max_size
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Do not expose admin panels to the internet without extra protection
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Scan the site with an external scanner Change admin and hosting passwords
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Tell any organisation you know that runs a website Review files modified in the last 7 days
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Signs of compromise: unknown new .php files, strange pages, sudden slowness, visitors redirected elsewhere, or a Google warning. If you see
any: take the site offline temporarily and contact a specialist.
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